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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Explain in detail about steganography.
	L3
	CO1
	[7M]

	
	b)
	Draw the model for Network Security? Explain various components.
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	How is the S-box constructed? What is the purpose of the S-boxes in DES?
	L4
	CO2
	[7M]

	
	b)
	Mention the strengths and weakness of DES algorithm.
	L2
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	List any two applications of X.509 Certificate.
	L2
	CO3
	[7M]

	
	b)
	Discuss clearly Secure Hash Algorithm (SHA).
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain the architecture of IP Security.
	L4
	CO4
	[7M]

	
	b)
	Explain the Features of IP Security.
	L4
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	What is the difference between TLS and SSL security?
	L4
	CO5
	[7M]

	
	b)
	Explain firewalls and how they prevent intrusions.
	L4
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain the types of Host based intrusion detection. List any two IDS software available.
	L3
	CO6
	[7M]

	
	b)
	What is meant by polymorphic viruses? List down the four phases of virus.
	L3
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain in detail about Diffie-Hellman key exchange Algorithm.
	L4
	CO2
	[7M]

	
	b)
	Explain the format of the X.509 certificate.
	L4
	CO3
	[7M]

	
	
	
	
	
	

	8.
	a)
	Discuss in detail about firewall design principles.
	L3
	CO5
	[7M]

	
	b)
	Explain the concept of password Management in detail.
	L4
	CO6
	[7M]
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